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1.0 Introduction 
 
This report follows the acceptance of a proposal from Consulting Cloud by, the Managing Director of 
Company X Australia (Company X) to conduct an “IT Health Check” on Company X’s IT Department. This 
report outlines the observations, findings and recommendations emanating from an IT review conducted 
over a 3 day period. 
 
The approach taken was to interview current Company X IT staff and key users to determine the current 
state of the IT functions and systems at Company X. The names of the Company X staff and contractors 
interviewed can be found in Appendix A of this document. We would like to thank everyone who 
contributed information and comments during the course of the review and also commend the positive 
and professional climate in which the review was conducted. 
 
The report has been designed with a view to minimizing the amount of “techno-babble” to make it as easy 
as possible for non IT people to read and understand. Where possible, traffic light indicators have been 
used to represent the current state of each IT area in a graphical form. 
 
Explanation of traffic light graphics 
 

 
 
 
The following terms have been used throughout the document: 
 

(a) ABC software – this is the main order processing, inventory control, accounts payable, and 
general ledger applications that run on Company X’s main computer – an IBM I-SERIES. 

(b) Infrastructure – refers to the computer hardware and other associated devices that run all of the 
Company X IT functions e.g. the I-SERIES, the Exchange Mail Server etc. 

(c) Network or WAN – is effectively the “plumbing” that connects all of the devices together as well 
as providing access to the outside world including the internet. 

(d) Governance - the overseeing and processes that ensure that IT is delivering value for money to 
the business and is aligned with the business goals.  
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2.0 Management summary 
 
Company X have been using the ABC software for around 10 years. During this time the system has 
provided the basic functions to run the business on a day-to-day basis; however the system has had to be 
heavily modified to meet growing customer demands and the addition of new product lines.  
 
This heavy modification, along with the age of the software (about 20+ years old) has created a complex 
environment that is understood by only a few key people.  
 
The current system also lacks functionality in warehouse management, customer relationship 
management, inventory planning and service and warranty. The inability of the system to directly accept 
EDI transactions is also adding unnecessary costs (and headcount) to the business. Whilst these functions 
are not seen to be major requirements for Company X at the present time, there is little doubt that they 
will become fundamental requirements as the business grows. 
 
Given this expected growth, there will be increased pressure on the IT department to implement changes 
quickly, in addition to keeping the systems running in an increasingly complex environment. 
 
Company X could continue to use and modify the ABC application for the foreseeable future, but there 
should be realistic expectations set, that modifications to the system will not be able to be turned around 
quickly and that support issues will possibly take longer and longer to resolve. It is therefore expected that 
exposure to the business will increase over time. 
 
Over the 10 years that Company X has been using the ABC application, most software suppliers around 
the world have adapted or rewritten their systems to take advantage of modern and widely supported 
languages such as Java and .net and have embraced the new world of internet based technology. 
 
These new systems are called ERPs (Enterprise Resource Planning Systems). In most cases, as companies 
implement these systems, the unique requirements of those companies are usually introduced as part of 
the main systems. This effectively means that all users of these ERPs benefit from the ideas of other 
companies around the world when new versions of the software are taken up. 
 
In addition, the implementation costs have dramatically reduced over the past 10 years, making it much 
more feasible for smaller companies to implement the systems virtually unmodified without “breaking the 
bank”. 
 
Whilst it is difficult to determine the benefit of implementing one of these ERP systems at Company X, our 
recommendation is to “test the market” to determine whether a viable, cost effective option exists for 
Company X.  
 
One added benefit of having an ERP system installed is that, if the business is eventually sold or listed on 
the ASX, having a widely supported system properly installed and running is bound to add a lot of value to 
the business. 
 
Examples of medium sized companies that use ERP applications and are still able to maintain small 
internal IT teams are: 
 
Company ERP being used Technology platform Approx number of 

internal IT staff 
Insert examples   3 
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It is also concluded that the infrastructure running all systems and services at Company X needs to be 
reviewed. It appears that, historically, the implementation of infrastructure has been piece meal and ad-
hoc, with upgrades usually occurring when issues such as running out of disk space or poor systems 
performance become evident. Single servers are being deployed rather than new shared technology 
which can be much more cost effective and provide better performance, flexibility and scalability. The 
main system, the I-SERIES  is outdated technology and should be upgraded. 
 
Our recommendation on infrastructure is to select a competent outside technology partner to conduct a 
technology review of the current infrastructure with a view to proposing a flexible and low maintenance 
solution that takes advantage of modern technology and provides a stable scalable foundation on which 
the business can grow. 
 
The current communications network at Company X also needs to be reviewed. After a cursory analysis of 
the network currently deployed, the following concerns were raised: 
 

(a) There is constant difficulty in connecting to the network from some locations. This is 
frustrating for users and potentially damaging to the business. 

(b) In several areas, the network seems to be insecure and open to attack, or abuse. 
(c) There is little redundancy in the network. This means that if any component of the network 

failed, many parts of the business could no longer operate. 
 
During our review we also found that, whilst the Company X IT staff had solid skills in some areas such as 
the ABC software and the I-SERIES, skills were lacking in other areas such as server administration and 
networking. There also seemed to be a reluctance to partner with outside suppliers to obtain expert skills 
in these areas. Most companies these days will source expert advice from the market to ensure that the 
best possible technology solutions are selected to meet the specific requirements of the business. The 
roles and responsibilities of Company X IT staff and other staff who provide support for the systems needs 
to be reviewed. 
 
Security policies and practices were found to be inadequate. Even basic password management processes 
and security measures to restrict access to senior management information did not seem to exist. 
 
In addition, there did not seem to be a structured approach to governance of IT within the business. 
Whilst this does not have to be an onerous and time consuming process in a medium sized organization, 
there does need to be some fundamental plans and review points put in place to ensure that IT is aligned 
to the business strategy and that any IT decision and/or investment is made with the knowledge and buy 
in of Company X management. 
 
We also consider that over the past year at least, Company X has not been investing heavily enough in 
technology (IT related) to support the business. Whilst the implementation of Blackberry devices across 
the management and sales teams has been a great success, the overall investment in technology at 
Company X will be about 1.3% of revenue compared to an industry mean of 2%. This low investment, we 
think is partly due to a lack of access to outside technical expertise, but is also due to the fact that the 
majority of the IT Department’s time is consumed with the modifying the existing systems, keeping the 
current systems running and providing assistance to users. 
 
In summary, given Company X’s expected growth, it is critical that the systems and infrastructure 
currently supporting the business are reviewed and where necessary modernized to ensure that on going 
support is minimized and the most cost effective secure solutions are adopted. It is also critical that the 
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governance and planning processes for IT are established so that the future investments in IT can be made 
with the confidence they will demonstrate real value and competitive advantage for Company X. 
 
Summary of identified major issues and recommendations: 
Identified issue Recommendation 
ABC software - complex environment, lack of 
function, lack of skills in the market place 

“Test” the market to determine whether there is 
any ERP software available that could meet 
Company X’s current and future needs 

Infrastructure – ageing equipment, independent 
servers, lack of redundancy, storage and backup 
issues, security administration is poor 

Select an outside technology partner to conduct an 
infrastructure review and make recommendations 
on modernizing the current environment. This 
could include the preparation of a complete 
Disaster Recovery Plan and assistance with the 
development and implementation of an IT security 
policy 

Communications network – lack of redundancy, 
security exposure, issues with connectivity 

Select an outside technology partner to conduct a 
total independent review of the network and make 
recommendations to alleviate identified issues and 
provide a scalable and secure foundation for future 
growth 

IT governance and strategy Set up an IT Steering Committee to oversee the 
performance of IT and investment in new 
technology. It is also recommended that an outside 
independent Steering Committee Chairperson be 
engaged. 

IT and user support roles are not clear The current IT roles, as well as the roles of other 
staff who provide support for the systems, needs to 
be reviewed. A proper structure and clearer lines of 
responsibility will ensure that users are provided 
with the highest level of support that is possible in 
the current environment. 
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2.1 Traffic light management summary 

Application software 
  

Application functionality 

 
 
 

 
User knowledge of applications 

 
 
 

 
User satisfaction with applications 

 
 
 

 
Currency of technology 

 
 
 

 
Availability of market skills to support the 
applications  

 
 

 
Company X internal support rating for 
application software  

 
 

 
Application software vendor support 

 
 
 

 
Complexity of modifications 

 
 
 

 
Dependency on key individuals for 
application support  

Infrastructure 
 

I-SERIES  and processing throughput 

 
  

Desktop computers 

 
  

Exchange server and Domain server 

 
  

Wilkford server 

 
  

Blackberry devices 

 
Communications and Wide area Network (WAN) 

 

  

Electronic Data Exchange 
 

  

Security 
 

  

Disaster Recovery 
 

  

Company X internal technical skills to support 
the infrastructure 

 

  

Information technology costs 
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3.0 Traffic light reports 

3.1 Application software  
 
This covers the main application software (ABC) that runs the Company X business and includes: 
 

 Order Processing and invoicing 
 Inventory Control 
 Accounts Payable 
 Accounts Receivable 
 General Ledger 
 Reporting 

 
 

 

  
 
The ABC software currently installed at Company X was designed 
specifically for the automotive and durable goods import and distribution 
industries. This software is about 22 years old and is written in a language 
called RPG. Because it has been designed for the automotive industry 
there are most likely areas of the system that will never be used by 
Company X. In addition, some of the ways that the system handles 
transactions for the automotive industry may be different to Company X 
requirements. These factors have, no doubt, caused the system to be 
heavily modified to suit Company X. This high level of modification has led 
to slower turn around time for changes to be implemented and potentially 
a higher risk to the business. The risk will only become greater as further 
modifications and enhancements are made to the application. 
 
That said, the ABC application is now providing the basic functions to run 
the business and the user satisfaction, in most areas, is quite high. 
 
The system lacks functionality that would be commonly available in today’s 
systems. 
 

 
 
 
 
 
 
 
 
 
 
 
 


